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Nomenclature

(1 Functions

v Fault Diagnosis

= Determination of the kind, size, location and time of detection of a fault.
Follows fault detection. Include Fault detection and identification.

v Supervision

= Monitoring a physical and taking appropriate actions to maintain the
operation in the case of fault.

I
|
[
» Diagnosis <«
| ' Supervision
f(r) d(r) level
, Execution
. o A < ; level
¥ref ~ Controller N Plant g—p
1 i)
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Nomenclature

J Functions
v Diagnosis

» Determination of the kind, location and time of detection of a fault. Follows
fault detection.
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Example of various sensor faults on system measurements

The figure depicts the effect of the
different faults on system

measurements.
A
A s
7/
/’
/
. = .
N (e) Calibration Error
(c) Loss &fAccuracy > > >
Time Time X(t)
[ x;(1) Vi >ty Nofailure
I;{I}—}—bg b,‘[f} = 0., b;(fpf} % 0 Bias

xi(t)+ bi(t) |bi(t) =cit,0 <¢c; << | Vi = tp; Drift
Vill) =\ x;(t) + bi(t) |bi(t)] < bi, by(t) € L Vit > tp; Loss of accuracy

Xi(tp;) Vi > tgp; Sensor freezing
ki (1)x; 0<k<kit) <1 ¥Vt > tp; Calibration error
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Nomenclature

] Models

v Quantitative model

= Use of static and dynamic relations among system variables and parameters
in order to describe a system’s behavior in quantitative mathematical terms.

v Qualitative model

» Use of static and dynamic relations among system variables in order to
describe a system’s behavior in qualitative terms such as causalities and IF-

THEN rules.
QUANTITATIVE Data refers to ¢
mcas‘_u‘al?l:: (:ibsex.w'allio:;s: Tools for "?" QUALITATIVE Data refers to
quaniiative data meude: ) Ry | SE—. O observaticns using five senses:
" A | = ¥
l ight
» Structured data » Unstructured data Hearin
» Statistical analysis * Summary 5 _Q

* Objective conclusions
* Surveys, Experiments

» Subjective conclusions

* Interviews, focus Senses Taste
groups, observations %

Quantitative Qualitative s '
Research Research mell
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Application Examples

J Real Processes

(] FDI applications

LA 3 < A3
P —
Tank 1
Tank 3
Y ™
‘--.__-/
|~

L
1 h, Center ot\ﬂ\
v h, transient L
¥ J L/

DC motor Three tank system Vehicle system

(..
|
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Usual Fault Diagnosis Decomposition

(J The fault system diagnosis can be decomposed into three parts including
v SENnSors,
v actuators,

v and system dynamics.

(] A reliable fault diagnosis system should be able to distinguish faults from
system disturbances and measurement noise. More precisely, the fault
diagnosis system must be robust to these uncertainties while remaining

sensitive to faults.

fa(0) 0 IO v
» : '
» ]
" . '
. v '
Contral signal Actuation signal Plant Plant Outputs Measured Outputs
:> Actuators > . > Sensors —{>
Dynamics !
u.(f) 1,(1) ¥pll) y(r)
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Fault diagnosis of three tank system

A Modelling of faults T - FT

= Three types of faults are considered : Tank | -

v' component faults : leaks in the three tanks, > L—
which can be modelled as additional mass A A— —
flows out of tanks, M — -

leali/» i L
i | 0.4,\/2gh1, 0.4,/ 2gh2, 0.4,/ 2gh3 C AT ATASY
where 0A1, 0A2 and 0A3 are unknown and leak

depend on the size of the leaks

= component faults: plugging between two
tanks

N 0 4, a15135gn(h1 — ha)\/2g|h1 — hs|, 0.4,a35235gn(hs — ha)\/2g|hs — ha|, @ asa250 V/2ghs

= gensor faults: three additive faults in the
three sensors, denoted by f1, f2 and {3

» actuator faults: faults in pumps, denoted by
f4 and f5
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Fault Model diagnosis of three tank -

O They are modelled as follows

t=(A+AAr)x+ Bu+ Eff,y=Czx+ Fyf
—0.0214 00 0 0

6
AAp =) Aifla,A1| 0 00],Ay= 0003710 . |
0 0 0L

i=1 0 00
00 0 —0.0085 0 0.0085
A3 = |00 0 VA = 0 0 0
| 00 —0.0262 0.0085 0 —0.0085
[0 0 0 0 0 0

As = [00.01110 |, 46 = |0 —0.0084 0.0084
0 0 0 0 0.0084 —0.0084

Ef = [0 B] € R¥® Fy = [I3x3 0] € R**®.
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Method of Residual Generation

(] The most relevant analytical model-based residual generation

methods developed have been divided into three categories:

v Parity space approach -, Faults
v Observer-based approach Input ¥ v 1 Output
. . —1 | Actuators —»{ Plant Sensors >
~ Parameter estimation approach ~ u(t) y(t)
Plant
> model [*
1 Model-based
Residual fault detection
generator
r(t) ‘L Residuals
Residual

evaluation

.

Fault alarm
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Residual Generator Structure -

(] Residual generation via system simulator

u(t) y(t)s Residuals r(t) = y(t) — §(¢t)
— T Plant >®—>
- y(t) y(t) is the estimated
plant output

—

y(®)

Simulator or
. output estimator

(] Simulator is usually an Observer, KF or UIO
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Residual Generator Structure -

(] Residual generator:

System
« f(z)
y(2) = Gy (2)f(2)+Gyy (2)u”(2) » G (2)
r(z) = Hy, (z)u*(z)+Hy(z)y (z) u®(z) L4+ v(7)
» '[J:'r Eﬁ] -
r(t)=0 if and only if f(t) = 0
[ Constraint conditions: design +
g » l-l[J‘gz] —{_J« H(z)
H,.(z) + H, (2) Gyu* (z)=0
H,(z)Gyf(2)*0 r(z) Residual generator
L
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Change Detection (Example 2) -

O Residual Evaluation e
SN J(r())= ()

{ J (r(t)) -:':“(ﬂ for f(t) =0

J (x(t)) }ﬁ (ﬂ for £(t) # 0 Faulty residual
Fault

Detection threshold;
e(t) free
residual

= Bty i 0? EE{[() -m} % : oz

=01 1000 Zﬂjﬂﬂ 3000 4000 5000
Data Samples

14
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Residual Generation Techniques -

(] Observer-based approaches

J Parity (vector) relations

(] Fault detection via parameter estimation

i
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Observer-based approaches -

u

L Residual General Structure

v Plant model without fault

. x = Ax + Bu
y =Cx

\ 4

v Observer model
= {# =A%+ Bu + L(y-C®)
v Dynamic of the state estimation e, = x — X
= ¢,=(A-LC) e,
State estimation error property

\

. JL{%O e, =0 for fault free

v Residual
= r(t) = W(y(D)-9(t)) = WCe,(t)

r(t)
9

J X =Ax + Bu y S
y =Cx
+
Ce—Gow
< f C Y >

b
A:|_)

L
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Observer-based approaches -

It
: v
(] Residual General Structure F
X
» Plant model with fault .
u é J| ¥ = Ax + Bu’
. {x = Ax + Bu+FE,f u* y* = Cx
y = Cx + Ff r(t)
v Observer model L g
_ (% =A%+ Bu+L(y-C2) JB x f X
y=C% ’
v Dynamic of the state estimatione, = x — X
= ¢,=(A-LC) e, + F,f -LEf A
v Output state estimation error

" Y(O)=y(O)-P(t)=Ce,(t) + Ff(t)
State estimation error property

\

* lim e, # 0 when a fault occur
t—>00

v Residual
= 1(t) = W D)-9(8)) = WCe, (£)+WEI(1)
= lim r(t) = (-WC (A — LC) ™Y (F, — LE)+WF,)f(t) # 0 when a fault occur
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Basic principles of fault detection filters (BFDF)

(J In order to describe the BFDF, the simple fault model is used

. x =Ax + Bu+bifal-(t)
y = Cx + I]fS](t)
Where

" b;fqi(t) G=1,2, ..., 1) denotes that a fault occurred in the i;, actuator, b; € R" is the
irp, column of the input matrix B and f;; (t) is an unknown scalar time-varying
function which represents the evolution of the fault.

= [ifsi(t) j=1,2, ..., m) denotes that a fault occurs in the j, sensor,l; € R™ is a unit
vector corresponding to a fault occurs in the j,; sensor.

BFDF

« {# =42+ Bu+Ly-C)
State estimation error property

= €,=(A-LC) e, +b; fo; (t)-LI;f5;(t)
Output state estimation error

= J()=Ce\x(t) + [;fs; ()
Residual

. tl;ur)rgo r(t) # 0 when fault sensor or actuator occur

AN

\

\

AN

AN
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Case 1 : Simultaneous faults sensor

(] The sensor fault model is described by
. x =Ax + Bu
y =Cx+ f,(t)
v Where

= f.(t)denotes the faults sensor vector

(] We build a bank of Observers, where each
observer i is piloted by sensor y;

it" sensor fault model

{ x = Ax + Bu

o {% =A% + Bu+ Li(y; -Ci®) Vi = Cix + f5i(t)

v State estimation error property
" ey=(A-L;C;) ex—L;fsi(t)
v Output state estimation error
* 1y (O=y;-7; = C; ex(O) + fsi(8)
v Residual
. tlir)rgo r;(t) # 0 when f5;(t) hold true
» r;(t)eR
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O Dedicated Observer Scheme (DOS)

A fs
input UR YR — output
——>| Actuators ——>{ Plant [——>{ Sémnsors y >
u I
v
1 Signal 4 )
v _ +% Ungrouping 4
—>{ Identity Obs 1 or KF 1 g >
y; ‘ r1(t)
J :
— a-
—>| Identity Obs j or KF j —D > FDI —
73 (t) Logic
Ym
! - an
->| Identity Obs m or KF m —>
Y T, (t)x %

The number of these observers (estimators) is equal to the number m of system outputs,
and each device is driven by a single output and all the inputs of the system. In this case a

fault on the i;; output affects only the residual function of the output observer or filter
driven by the i;,, output.
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Case 1 : A simple threshold logic for DOS

(] A simple threshold logic can be used to make decision about the
appearance of a specific fault by the logic decision according to:
v Iy W)= g; implies f;;+0

L This isolable residual structure is very simple and all faults can be

detected simultaneously, however it is difficult to design in practice.
T T
fs1 1 0]

fs2 0

[

m) a,=11f fg; hold true ]

= |lO OfO

[ fem 0 0 m) a,,=11if f;,, hold true]

Table 2 : DOS

In the tables above, a "1" in i;;, row and i;;, column denotes that the residual
r; 1s sensitive to the fault f;;, whilst a "0" denotes insensitivity.
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Case 2 : No simultaneous sensors faults

A fs
input Up YR — output
——>| Actuators > Plant —>{ Sensors y —>
u 1
W
y? Signal
L 1 . +q]= Grouping | ~
— C > a
5| Obs 1 EPS 1
yf

5|  FDI
r/(t) Logic

vV
l\‘?

Obs j |={ ¢/ —Xm

— (M a
| 5[ Obs m C"—=>E5 > m
m >
™ (t)
Where ri(t) € R 1 i=1,2..m
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Case 2 : Sensor Generalized Observer Scheme

(] Analysis of the fault sensor isolability

| 2 | 7 |
1

[ fa 0 1 1 =) a;=1if f;, hold true |

fs2 1 0] 1 1
fsj 1 1 0] 1
fsm 1 1 1 0]

Table 1: Generalized Observer Scheme GOS

In the table above, a "1" in i;;, row and i;;, column denotes that the
residual r! is sensitive to the fault f,; ,whilst a "0" denotes insensitivity.

O Fault alarm
* (o = LA[PIDALA2 DAL A LA™ ) ]
where L(||rt||)=1if
4
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Robust FDI schemes based on UIOs -

(J The main task of robust FDI is to generate a residual signal which is robust to
the system uncertainty.

(1 According to the previous discussion, a system with possible sensor and actuator
faults can be described as :

_ X =Ax + Bu+tEd(t) + Bf,(t)
y=Cx+ f (t)
v Where

= f.(t) eR" is the actuator faults
= f.(t) eR™ is the sensor faults
» deR?is the unknown input (or disturbance)

[ To generate a robust residual an UIO is designed :
_ {z’(t) = Fz(t) + TBu(t)+Gy(t)
2(t) = z(t) + Ny(t)
v Where xeR" is the estimated state vector and ze R is the state of the full order
observer, and F, T G, N are matrices to be designed for achieving unknown input de-
coupling and other design requirements.

v Residual
= r()=y(t)-Cx(¢t)
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UIO observer design

(d When the UIO-based residual is applied to the previous system, the residual and state estimation errors
become:
v ex(t) = x(t) — 2(6)=(I-NC)x- z(t) — Nf; (t) = Tx(t) — z(t) — N f; (¢)
v 1(t)=y(t)-Cx(t) = Ce, + f; (1)
v Where T=I-NC
(d Dynamic of the state estimation error
v ey =Tx(t) —2(t) = NA(t) = (TA — GO)x+TEd(t) + TBf,(t) — Fz(t) — Gf, (t) — Nf,(t)
v éy=(TA— GCO)x+TEd(t) + TBf,(t) — F(Tx(t) = N f; (t) — ey) — Gf, (t) — Nf;(t)
v éy=Fe,+ (TA— GC — FT)x+TEd(t) + TBf,(t) + (FN =G)f; (t) — Nf,(t)
( If one can make the following relations hold true
v TA—GC—-FT=0

v T=I-NC
v K=-(FN-G)=G—FN
v TE=0

J The state estimation error will then be:

v éx: F ey + TBfa(t) - Kf:s* (t) - Nf:s*(t)
v If all eigenvalues of F are stable, then

lim r(t) ” < Threshold for fault free case
t—>00

tlir)rgo r(t) ” > Threshold for faulty case
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UIO design procedure -

v 1) Check the UI decoupled condition
» Rank(CE)=Rank(E)=dim(d)

v 2) Compute
= TE=0 ¢ (I-NC)E=0 < E=NCE <:>N=E(CE)+=E[(CE)(CE)T]‘1(CE)T
* Deduce N and T=I-NC

v 3) Solve the Syvester equation

» TA—-GC - FT=0 <TA-GC-F(I-NC)=0~F=TA-(G-FN)C <F=TA-KC

= Check the observabilty (or detectability) of the pair(TA, C), if (TA, C) observable
(detectable), a UIO exists and K can be computed using pole placement or LQ method.

» Deduce K, F, G=K+FN

(] The UIO-based residual is also reduced to:

= é,=Fe, +TBf,(t) — Kf; (t) — Nfs(t)
= r(t)=Cex + fs (t)
It can be seen that the disturbance effects have been de-coupled from the residual.

<

To detect actuator faults, one has to make:
= TB+o0

More specifically, the fault in the i;;, actuator will affect the residual iff:
= Th;#0

Where b; is the i;;, column of the matrix B.

AN

AN

AN
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Robust fault isolation schemes based on UIOs -

(] The fault isolation problem is to located the fault, i.e., to determine

in which sensor (or actuator) fault has occurred.
[ The sensitivity and insensitivity properties makes isolation possible.
(] The ideal situation is to make each residual only sensitive to a

particular fault and insensitive to all other faults. However, this ideal

situation is normally difficult to achieve.
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Robust sensor fault 1solation schemes

(J To design robust sensor fault isolation schemes , all actuators are
assumed to be fault-free and the system can be described as:

(%(t) = Ax(t) + Bu(t) + Ed(t)

= { yi() = Cx(p) +fjs (©) forj=1,2,..., m

y;() = ¢x () + f5;()

\
v Where

= ¢; € R is the j, row of the matrix C

= ¢J € RM~DX" ig obtained from the matrix C by deleting j, rowc;

= y;(t) is the j,;, component of y

= yJ(t) € R™ 1 is obtained from the vector y by deleting j,, component Y

(] Based on the this description, m UIO-based residual generator can be
constructed as:

2J(t) = FIZJ(t) + T/Bu(t) + G/yI(t)
. x(t) = 2/ (t) + N7yl (t) forj=1,2, .., m
r/ )=yl ()=C'2(t) = (I = C/N))y I (t) — 72/ (t)
v Where r/ (t) € ™1
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Robust sensor fault 1solation schemes

(1 In order to obtain an UIO, the parameter matrices must satisfy the

following equalities:

v NJ =E(CJE)+=E[(CJE)(CJE)T]_1(CfE)T ZI(t) = F/Z/ (t) + T/Bu(t) + G’y/ (¢)
2O =2/ +N Oy ()

v T/=I-NJ ¢’ I ()=y) (t)-CTR(t)

v FI=TJA- K’ C’ to be stabilized
v GJ =K/ +FINJ
v forj=1,2,...,m
(] When all actuators are fault free and a fault occurs in the j,;, sensor,

the residual will satisfy the following isolation logic:

||rj(t)|| <g
||'rk(t)|| > gk

~ Where ¢’ (j=1, 2...,m) are isolation threshold.

for k=1, ..., j-1,j+1, ...,m
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A robust sensor fault isolation scheme

Afs
input Up YR — output
——>| Actuators > Plant —— Sensors y —>
u I
\\ 4
Y Y| Signal
L e T (I —C°N7) ¢ Grouping | -~ ~N
% Cl I:E:I > a
5| UIO 1 () 1

T (I-C/NY) &

_,|  FDI
ri(t) Logic

y v
N
{h.
=

CcJ

UIO

: m
L Zm + (I - C N ) <
m
LS UIO m — C —> :EJ > am
m >
™ (t)
Where ri(t) € R 1 i=1,2..m
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Sensor Generalized Observer Scheme

(] Analysis of the fault sensor isolability

| 2 | 7 |
1

[ fa 0 1 1 =) a;=1if f;, hold true |

fs2 1 0] 1 1
fsj 1 1 0] 1
fsm 1 1 1 0]

Table 1: Generalized Observer Scheme GOS

In the table above, a "1" in i;;, row and i;;, column denotes that the
residual r! is sensitive to the fault f,; ,whilst a "0" denotes insensitivity.

O Fault alarm
* (@ = AP DALA? DAL A LA™ )

where L(||rt||)=1if ||r}|| = &' (L=binary logic function)
-
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Robust sensor fault 1solation schemes

(] Existence condition : In order to satisfy the constraints
v T'E=0 c; : decoupled condition
v FI=TJA- KJ C/ stable c, : detectability condition

the following rank conditions must be verified for each observer :

v Cq rank([C;EDﬂank(C J E)=dim(d)

v cy:rank ([pln ;jT]Abzn vV ROUT!A))=0

v Proofof ¢; : T/ E=0 < (I- N/ ¢/ )E=0 < N/ ¢’ E=E
= The solution of N/ ¢/ E=E depends on the rank of matrix ¢’ E.
= A solution exists iff : rank(lcgED:rank(C J E)=dim(d) [Rao]
= C.R. Raoand S. K. Mitra, Generalized Inverse of Matrices and Its
Applications. New York: Wiley, 1971.
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Robust actuator fault isolation schemes

(1 To design robust actuator fault isolation schemes, all sensors are assumed to be
fault-free and the system can be described as:

x(t) = Ax(t) + B'u'(t) + B'f' [ (t) + b; (u; (t) + f;(t)) + Ed(t)
= Ax(t) + Blu'(t) + B'f' () + E'd'(t)
y(t) = Cx(t)
for i=12,..r
v Where

= p; € R"is the iy, column of the matrix B

Bt € ®™*("=1) s obtained from the matrix B by deleting i, column B;
u; (t) is the i;;, component of u

ut(t) € M1 is obtained from the vector u by deleting i, component u;
E'=[E b

o i d(t)

; “)‘[ui(t) ¥ fai(t)]

(J Based on the this description, r UIO-based residual generator can be constructed

as:
L) = FizH(t) + T'BYul(t) + Gly(b)
. £(t) = zH(t) + Niy(t) fori=1,2,..,r
ri(®)=y(t)—C'2(t) = (I — CNY)y(t) — Cz'(t)
v Where ri(t) € R™
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Robust actuator fault isolation schemes

(1 In order to obtain an UIO, the parameter matrices must satisfy the
following equalities:
v N'=EY(CEH?*
v T'=I-N'C
v F'=T'A- K'C to be stabilized
v G'=K'+F'N

_ zU(t) = Fiz'(t) + T'B'ul(t) + Gly(t)
ri(®)=(1 — CNY)y(t) — Cz'(t)

v fori=1,2,..,r
(] When all sensors are fault free and a fault occurs in the i, actuator,

the residual will satisfy the following isolation logic:

||ri(t)|| < gt
v
||rk(t)|| > gk

~ Where ¢! (i=1, 2...,r) are isolation threshold.

for k=1, ..., 1-1, 1+1, ...,m
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A robust actuator fault i1solation scheme

N
input ————— — Ug YR output
——> Attuators > Plant ——> Sensors y —>
u 1
Signal
Groupin 1 y
D gL - - (I—-CNY) &— e N o
> ¢~
15 UIO 1 7"1 ( t) —>
u
: i y :
I_) i ] _% (I —CN') & a;
2| UI0i [ C =& —>  FDI ’
u : ri(t) Logic
: y =
— ry |e
| pr— (I-CN™) o
Ulor[— C & > —>
u’” r’(t)
| N J
Where r'(t) € R™ i=1,2..r
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Actuator Generalized Observer Scheme

(] Analysis of the fault actuator isolability

[ fu 1 mpay=1if f,; hold true]
fuz 1 O 1 1
fui 1 1 0) 1
fur 1 1 1 0]

Table 1: Generalized Observer Scheme GOS

In the tables above, a "1" in i;;, row and i;;, column denotes that the residual
r; 1s sensitive to the fault f,;, whilst a "0" denotes insensitivity.

O Fault alarm
«ay = L DAL DAL ) A n L)

where L(||7* p=1if Ur‘l > gl p
‘Etat francais au titr
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Robust actuator fault isolation schemes

(] Existence condition : In order to satisfy the constraints
v T'E'=0 c; : decoupled condition
v F'=T'A- K' C stable ¢, : detectability condition

the following rank conditions must be verified for each UIO:

v cq rank([CE.iD=rank(CEi)=rank(C[E b;D=dim(d)+1

El

v ¢y: rank ([pln ETiAD=n Vv R(MT'A))=0
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A robust sensor fault isolation scheme

J Remarks

v The isolation schemes presented in this previous time can only isolate a
single fault in either a sensor or an actuator, at the same time.

v This is based on the fact that the probability for two or more faults to
occurs at the same time is very small in a real situation.

v If simultaneous faults need to be isolated, the fault isolation scheme
should be modified based on a regrouping of faults. Each residual will be
designed to be sensitive to one group of faults and insensitive to another

group of faults. See the following Dedicated Observer Scheme (DOS).
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Residual Generation Techniques -

(] Observer-based approaches

J Parity (vector) relations

(] Fault detection via parameter estimation

i
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Parity relation for fault detection and isolation

J Parity space approach

v For static system
= Y=CX
» without UI

v For static constraint system
= AX=0
= Y=CX
= without UI

v For static system without perfect UI decoupled
" Y= ka+8k+de & Y= ka+8k+F_d_k +F+d+k
» where y, e R™, x,, € R", g, eR™, d; e RP are respectively, the measurement vector,
state vector, noise vector and fault vector.

= The fault vector is decomposed of two term, d~, eR?~! denotes the fault vector to
be undetected and d*;, e'R! the fault to be detected

» Assumption : m > n

v Dynamic system
" Xpe1= Ax,+ Buy + Erdy + R,
» y.=Cx,+ Duy + E%d, + R*f;,
= Where f; eR9 denotes a fault vector which may contain actuator, component or
sensor faults, dj, €987 denotes the Ul (or disturbance) vector.
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Parity Relation for fault detection -

(1 To begin with this problem, let us consider a general problem of the
measurement of an n-dimensional vector using m sensors.
(] The algebraic measurement equation is described as:
< Ye=Cxp + fi
v Where ye %"is the measurement vector, xe " is the state vector, f; is
the vector of sensor fault and cis an m>xn measurement matrix.
(1 Two case can be considered
v m<n (without redundancy)

v m=n (with redundancy)
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Parity Relation for fault detection -

(J Case 1 : m<n, y,= Cx; and rank(C) = m, the direct redundancy
relation does not exist however, we may construct redundancy

relations by collecting sensor outputs over a time interval (data

window):
Yk-s
- Y(k—S k) Vi— s+1
)’k

v This is known as "temporal redundancy” or "serial redundancy”. An

example is done at the end of this section.
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Parity Relation for fault detection -

(J Case 2 : m=n and rank(C) = n, this implies that the rows of C are

linearly dependent, i.e., the outputs of the sensors are related by a static

relation. 192
J Example 1:  v- 1 2 X
20

AN

Isolate a regular of matrix C, as: ¢, - G 3) C, = @ cl)J

AN

Since C1 is invertible, the system becomes {Yl =CX CrY =X
Y2 = CZX Y2 = C2C]__1Y1

\

Which is equivalent to (_ C,Cit | {YlJ 0o {0.5)/1 +0.5y, ~y3=0

2 2Y7—Y4 =0

AN

The last relation gives 2 redundancy relation and a third relation can be

obtained 0.5y;-y3+0.5y,=0 0.5y; +0.5y5 — y3 #0
v Hence, if a fault occur at sensor y,, we obtain {2y, -y, #0
and the fault can be detected. 0.5y; —y3+0.5y, =0
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Parity Relation for fault detection -

J Example 2 : y,=Cx;, + f

(1 The dimension of y, is larger than the dimension of x, i.e. m> n and
rank(C) = n. For such system -configurations, the number of
measurements is greater than the number of variables x.

[ For FDI purposes, the vector y, can be combined into a set of linearly

independent parity equations to generate the parity vector (residual):
" 7.=Vy=V(Cxy + fi)

v In order to obtain a good characteristic of the residual r;, (zero-valued for the
fault-free case and insensitive of the unknown x), the matrix V must satisfy
the condition:

= VxC=0
v When this condition holds true, the residual (parity vector) only contains

information on the faults
= 7 = Vy=Vfi © re=vifi(k)+ vafa(R)+.. vy fin (k)
[ where v; is the column of V, f; is the it" element of f(k) which denotes

the fault in the it" sensor.
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Parity Relation for fault Isolation _

EI Example 3:Vi= ka+8k+de & V= ka+8k+F_d_k +F+d+k
v Where the fault vector d is decomposed of two term, d~;, € RP~! denotes

the fault vector to be undetected and d*, eR?! the fault to be detected.

(J Ideal solution (exact decoupling) . o
Numerical application

v Rewrite the above system as 191 19 "
o o Xk ot 102 12 0
ye=lC F ](d‘k)+8k TETAT c=/111|. F=00. F=3

» and find the parity vector P such that ;;g; ;3?; :

u P=ka=QF+d+k+Q8k
= Q[C F~7]=0
= QFt20

v Therefore P is sensitive to d* and insensitive to x and d .

[ Optimization projection (optimal decoupling)
= In practice the constraints Q [C F~]=0 and Q F*=#0 are unfeasible.
= One solution is to find an optimal matrix Q such that :
min||Q [C F~]|| and max||Q F*
b Q[ 1 2 I I
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Parity Relation for fault Isolation -

(] Multi-objective optimization

v One of methods to solve the multi-objective optimization problem is to

optimize a new cost function J which accounts for both J; = ménllQ

[C F~]lland ]/, = mélxIIQ F*|| . A solution for minimizing J cannot

minimize /; at the same time as maximizing J/,.
v However, it could lead to a reasonable solution for robust residual design.

v A sensible mixture of performance indices is their ratio, i.e.

Qe F
= min 5
Q  |QF|

v Hence, the robust residual design is achievable by minimizing J.

"]
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Parity Relation for fault Isolation -

(] The problem min max
= min||Q[C F~]|| and max||Q F|
Q Q

Is transformed as the following optimization problem

QC=0 =
. min I€21€ F_Z]”Z or { . [Q F-|* or {min(”Q F_?IQZC:(I)CZ 1Q F*]1?)
: €277
Q  QF| Q IO FP Q

[ Since C is a full column matrix we can decomposed the matrix C as

C
- 0C=0 (@) (Q)7) ( C;):o
» where C; is aregular matrix

v After some manipulation we obtain
= (Q)T=-(Q,)TC,(C;) " which implies QC=0
= And Q= ((Q)" Q") = (Q)"(-C.(CH™T 1)
v The constrain optimization problem is reduce to a simple optimization problem

QC=0 ,

Qr |’ @ Ceeo nef . (Q)TPF~(F)TPTQ,

. . JQF|" < min _ < min e L
mdn ”Q F+||2 Qz ||(QZ)T(—C2(C1)—1 I)F+|| QZ 2) ( ) 5

= Where P= (-C,(C)™! 1)
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Parity Relation for fault Isolation

 The optimization problem
e min (Q)HTPF~(F)TPTC, (Q)TaQ2,
Q, (Q)HTPFH(FH)TPTC), (Q,)TBQY,
= Where A=PF~(F~)TPT and B= PF*(Ft)TPT

< min
Q,

v is reduced to find the minimum eigenvalue of the pair(A, B) and the corresponding eigenvector.

O Proof
R >R

xTax
X—> xTBx X)

» vis aminimum of F; for X = X™ iff

] Fl:

X*TAX*
6T 24x*x* TBx*—x*T Ax*2BX* 2 x*Tax+
6F * * -
4 6X1 0= X8X€X =0 < T pyoyn 2 - x*TBx* _X*TBX*B X"=0
X=X x*Tpx X* BX?
Y

v Which is equivalent to (A - XB) X*=0 where X" is called the generalized eigenvector associated of
the generalized eigenffalue y
+~ The roots ofldet(A — B) denoted by : y <y;<...< y;<Y are called the generalized eigenvalues of the

matrix A — B and y the corresponding minimum eigenvalue.
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Parity Relation for the dynamic systems

] Consider the discrete-time system with the following description :
Xk+1 = Axk + Buk + lek
Vi = ka + Duk + Rka

v Where u; € R" is the known input vector, y;, € R™ is the known output vector
and x;, € R" is the unknown state vector, f;, € RY9 denotes a unknown fault
vector which may contain actuator, component or sensors faults.

v {A,B,R{,R,, C and D} are known real matrices with appropriate dimensions.

(] How we obtain the redundancy relations ?
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Parity Relation for the dynamic systems

(. How we obtain the redundancy relations ?

v Combining together the above relation from time instant k-s to time instant k

yields the following redundant relations:

[ Vk-s ] [ Ug—s | [ fk—s |
Yik-s+1 Uk-s+1 —
S g [ owg_ + M| s+

| Y | Uk i
. where "% Uk Fi
D 0 e 0] [ C ]
H= C:B D 0 e RE+FMX(s+1)r W= C.A € R(s+1mxn
cA1B cAS?B - D) m

v And the matrix M is constructed by replacing {D, B} with {R,, R;} in the matrix H.

v To simplify the notation, the above equation can be written as:

u Yk —HUk = ka_s + MFk

Ce travail a bénéficié d'une aide de I'Etat francgais au titre du programme d'Investissements d'Avenir, IRT Nanoelec, portant la réference ANR-10-AIRT-05 % ELEC 50

TP NI PN Y VT N Y TP O O T T N Wit CPLEY T S Y ROV TP Py e v T



Parity Relation for the dynamic systems

(] From the following data relation:
» Y, — HUp = Wxj_s + MF,
v aresidual signal can be defined as:
= 1, =VI[Yy — HU]
~ Where V € RP*+D™M and p is the residual vector dimension. The degree s is called
the order of the parity relation.
v In order to analyze the residual, substituting Y, — HU} = Wxj_s + MF}, into 13, we
obtain:
" 1, =VWx_s + VMF,
v In order to make the parity vector useful for FDI, one should make it insensitive to
unknown states, i.e.
= VW=0
v To satisfy the fault detectability condition, the matrix V should also satisfy the

following condition:
= VM=0
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Parity Relation for the dynamic systems

(] The parity relation approach for residual generation of dynamic system is

shown in the following figure.

U Yk
——> System >
Y;
Memory K
‘s’ Samples
it Tk
ViI—
Uk
Memory
‘o H
s’ Samples
Residual generator via temporal redundancy
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Parity Relation for the dynamic systems -

(1 FDI using the auto-redundance relation approach

v Consider the following fault sensor model : {xk+1 = Axj, + Buy
. . = Cx; +
v and the decision table Yk Kt Sk
I R N T
" 1 0] o)
&) (0)
m o 0) 1

v Where
" 1y = VilYig — HiUp] = ViWixg_s + ViM;Fy, 1=1,2,...m

. C ;] T 0 0 e 0] [ fik-s |
Constraints : C ;1 C.B 0 8 f
= _| G i ik—s+1
Vi Wi =0 Wi_ . H= . : . . .
V,M, ¢ O . -— o_ . . M
L C;AS | C;AS7IB  C,AS7?B ... (. | fik
N e e’
Fik
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Parity Relation for the dynamic systems

] Consider the discrete-time system with the following description :
Xk+1 = Axk + Buk + Eldk + lek
Vi = ka + Duk + Ede + Rka

v Where u,; € R" is the input vector, y, € R™ is the output vector and x; € R" is
the state vector, f; € RY denotes a fault vector which may contain actuator,
component or sensors faults, d;, € RY is the unknown input (disturbance) vector.

v {A,B,E{,E,,R{,R,, C and D} are known system model matrices with appropriate

dimensions.

U In order to detect and isolate the faults a DOS or GOS scheme could be

used.
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Residual Generation Techniques -

(] Observer-based approaches

J Parity (vector) relations

(J Fault detection via paramete@

i
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Parameter estimation for fault detection

(] The process parameters are not known at all, or they are not known
exactly enough. They can be determined with parameter estimation
methods

(] The basic structure of the model has to be known

(] Based on the assumption that the faults are reflected in the physical
system parameters

(1 The parameters of the actual process are estimated on-line using
well-known parameter estimations methods

(] The results are thus compared with the parameters of the reference
model obtained initially under fault-free assumptions

(] Any discrepancy (écart) can indicate that a fault may have occurred
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First Step : Parameter estimation without fault _

An approach for modelling the input-output behavior of the
monitored system will be recalled and exploited for fault detection

O SISO model Example of a Calorimeter

Z=HO+¢ 3
= @ unknown parameter vector Y=o + B1U + BsU
= ¢ noise of the sensor =~ N(0,V) < Z=HO+¢
= 7 sensor Bo
= H known matrix <Y=[1 U U3]|B1]| +e
o B3
O Criteria
" minj( ) = mein§ IZ-HB||%-, = nbin% (Z-HO)TV~1(Z-H6)
. ®|  _ 2J(©)
<25 O_G_O and —3=57>0
O Solution
= 9=(H'"V'H)"'H'V~'Z If V=021 then =(HTH) *HTZ=H*Z
JO) 11 It’s the Simple LS method
aor=H' V 1H>0 p
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Parameter Estimation for dynamic system

J Input/output model fu
u JS
Gp(s)

: A(s
v Measured signals: (s)
= y(1)=Y(t)-Yyo; u(t)=U(t)-Uy, (Linearized around Yy, Uyp)
v Basic equation without faults
= y(O+ay P (@) + - + any ™ (©)=bou(t) +b;u® (t) + - +bpul™ ()
= y(t)=h"(t)O
= AT=[—yD(@) . —y®@) uw@) .. u™ ()]
] @T (t):[al s Cln bo s bm]
v Additive faults
= f, input fault; £, output fault
v Multiplicative faults
" Aa;, Abj parameters faults
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Parameter Estimation for dynamic system

[ Spate space model l,fl

v Basic equation I
x(t)=Ax(t)+bu(t) Ab;
y(t)= c"x(1)

0 O 1
_|10 1 —a
1 0 —a, A

\IF
T e—

kS

=

e
ﬁﬂ<_>
: D
E

«

A

bT=ib0 | b4 .---] TAai
c’=[0 0 ..1]
v Additive fault

= f; input or state variable fault
= f output fault

v Multiplicative fault
= AA, AB, Ac parameter faults
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Fault detection with parameter methods for dynamic system

u y
] Minimization of equation error > G, (s) = B(s) S
p
v Loss function: A(s)
» V=Xe?(k) _ i N
v Method B(s) < A(s)
= Non-recursive _ e
s O = Tl YT @ @
© = [H"H] “HTy b Parameter a

= Recursive . .
estimation

" Ops1 = Op+Kyr1 Wr1-h" (k + 1))
v Symptoms (residuals):
€]

= Model parameters Vi+1 K k+1 g1 ®k>
AB()) = B() - 0, = Q |

» Process parameters O=f(p) depend on |y fetl
physically defined process coefficients p hT(k + 1)
(like  stiffness  “raideur”,  damping

“amortissement” coefficients, resistance).
» Process coefficients

p=f""(®) Ap() = H(-po
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Fault detection with parameter methods for dynamic system

[ Proof of Non-recursive LS method

v Consider an ARX model

= A(@)y(t) = B(q)u(t) + &(t)

where

A(Q) =1+ alq_l"'"' + apqaq

B(q) = big ™+ 4 bypq™™?

e = N(0, 62)
v Basic equation

= y(t) = hT(D)6+¢e (1)

where hT(t)=[-y(t-1) ... -y(t-n,) u(t-1) ... u(t-n,)] and 07 = [a; ...a,g by ... byp]
v Data record

_ - - - a _ —
yo 1 [ -y©@ -y@® - -y@na) u@© - ua-nb) | | [e@
y(K) =] - y(k-1) —Yy(k-2) --- —y(k-na) U(k-1) --- U(k—-nb) %na | | £(k)
: by
Ly(®) ] [ -yt —y(t-na) u(t-1) - u(t-nb) | . &) |
L~N
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Fault detection with parameter methods for dynamic system

[ Define Z=H0+¢
where ZT(t) = [y(1) ...y()],eT = [e(1) ... e(t)], e = N(0,V = 6?)

-y(0)  -y(® - —y(-na) U -+ U@-nb) |
H{t)=|-y(k-1) —-Yy(k-2) -+ —Yy(k-na) U(k-1) --- U(k—nb)
| —y(t-1) —y(t-na) u(t-1) --- U(t-nb) |

(d Minimize the following criteria

" min/(6) = min |IZO-H®OO I}

[ Solution mco

" () = [HT(t)H(t)]_lHT(t)Z(t)
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Fault detection with parameter methods for dynamic system

L Proof of Recursive LS method

« Datarecord [ym)] [—ye) —y@) - —y@na) u© - ua-m) [a] [e0]
Y() |_|-y(kD) —y(k2) -+ —y(kna) Uk-D - u(k-nb) | s | |20
: by
Ly@®) | [y —y(t-na) U(t-1) - Ut-nb) | &) |
y(t+1) [-y@t) - —y(t+1-na) u@) - U(t - nb)] b | &t +1)

v Which is equivalent to

[ Z(1) ]_{ H(t) }9 [ £(t) j
y(t+1) h' (t+1) e(t+1)

v From the previous results, we obtain

= O(t+ 1) =[HT(t+ DH(t + 1)]_1HT(t + 1)Z(t+1)

-1
Ot+1)= ([H t) ht+ 1)][hT( 1)D [ (t) h(t+ 1)][ (t+ 1)J

Ot +1)= (HT (H () +h(t+D)h" (t +1)T1(HT (t)Z (t) +h(t +1) y(t +1))
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Fault detection with parameter methods for dynamic system

Matrix inversion Lemma 1
(A+BCD) H=A1- A‘lEa(c:‘l + DA‘lBT DA™
A=HT()H(t), B=h(t+1), C=1 D=h'(t+1)

[ Proof of Recursive LS method

v Using the matrix inversion Lemma, the relation

9(t+1){(HT ()H (t) + h(t +)h" (t+l))jl(HT ()Z(t)+h(t+1)y(t +1))

v Becomes / Gain fay Prediction error

Ot +1)= O(t)+ T OHO] ne +) ](y(t L) 0T (E+DO0))
h+ h'(t +1)(H TH (t)T h(t +1j

Ot +1)=0(t)+ Kpa(y(t+1) - y(t+1)) . R
Ye+1 Or+1 119,
v where > Kt+1—>9—> q >
-I'Aa +
(- _PONE+D Dot
T hT €+ )Pt +1) WT(t + 1)

Py =(HT OH®|

P(t+1) = (HT (t+1)H(t +1))_1 :[(HT (OH@®) +h' (t+D)h(t +1))_ﬂ= P(t) -

POht+Dh' (t+)P(t)
1+h" (t+1)P()h(t +1)
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Fault detection with parameter methods for dynamic system

Details of development

(t+1) :[(HT (OH () +h(t+1)h" (t +1)ﬂ(H Tz ) +ht+D)y(t +1))

-1

ot +1) {(HI Ho) =(HT HY) ™ ht+1(l+ W (HT HY ™ hm) T, (HT Ht)l} HT Z(0)+ hua y(t+D)

Since 0(t) = [HT (t)H (t)]_lH T(t)Z(t), the above relation becomes

A A 1 1 -1 A
6(t-+1)=0(0)~(HT He) a1 (HT 1 s 1260

1
—1 —1 —1 —1
J{(HtT Ht) ht+1—(HtT Ht) ht+1(1Jr htT+1(|‘|tT Ht) ht+1j htT+1(HtT Ht) ht+1}’(t +1)
Which is equivalent to

(HtT H t)_l hit1
L+ b (HT He ™ he

O(t+1)=6(t)-

N —1
1 0)+| (HT He ™ hea “
(1+htT+1(HtTHt) ht+1

(HtT Ht)_l ht -1
+ jhtT+1(HtT Ht) ht41 [Y(t+1)

A A TR . 1 n 1 (HT He h
R TR 5 YR O PR £SO
1+ht+1<Ht Ht) ht+1 £1+htT+1(HtTHt) ht+11 p
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Fault detection with parameter methods for dynamic system

Details of development

R R TR X - T (uT . V™
0t-+1)= 0()- (T“t“;) Mt e (T P 1 D s
l+ht+1(|'|t Ht) ht+1 (1+htT+1(HtTHt) ht+1j

Put it under the same denominator

. . T A R R (S g TP (2.
ot +1)=0(t)- CHN e 1 00)+(HT HY) ™ heas Ut Uyt +1)

1+ htT+1(HtT H t>_1 ht+1 (1+ htT+1(HtT H t)_l ht+1)

Simplified the numerator, the RLS is obtained

A . ( (HTHE he+1 ] 5
Ot +1)=0(t)+ OHO) N +1) (y(t+1)—hT (t+1)9(t))
J&+ hT e+ D(HT OHE h +1j
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Application of the LS method

(J Consider the following circuit system ——{

v Assign by =1,b; = C and a; = RC

(J In case 1, we consider u; and u, as the output measurements :

duz(t)
dt

v Using the LS method we obtain an estimate of 67=[b, a,].

v by u;(D=1uy(t) + a4

« The process coefficient p=f~1(®) is not available

[ In case 2, we consider u, and i as the output measurements :

du(t) _  di(D) | .
a1 ge +i(t)

v Using the LS method we obtain an estimate of 67 =[b; a,].

v by

« The process coefficient p=f~1(®) is available : p"=[R C]

J Exercise :

v Describes the LS procedure

v Gives the parameter residual
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Application of the LS method -

JCase2: —>— T

u —
[« el

duq (t) dl(t)

= Using an implicit Euler approximation

u1n+1_u1n in+1_in

0 RC i+l Numeric modelisation :
t

=
At (Mathematical Lecturer of UTC)

[ (2o oy (RC) [MIT}+[K](T} = (F)

v C

At At C

1 5chemc(E>&=LICITE\~

o
[M]{T} N

Vo
[Mﬁ” I kg =gy

2. Schemc(fMPLICITE\ :
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